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Summary 
 
The authors are exploring the possibility of creating a cryptography-based edu-
cational application intended for the classroom and personal use. The basic 
idea is to help students or people interested in cryptography in their learning 
activities by providing them with an application capable of presenting basic 
information about codes and ciphers. Another goal is to give the users a chance 
to test out all of the ciphers contained within the application. One positive as-
pect of this kind of software is the fact that it can be adjusted to the user by us-
ing different languages and their alphabets in the learning process. Aside from 
personal use, this software can be incorporated in the classroom as an educa-
tional aid. It can also be used by teachers as an aid in grading student's tests. 
 
Keywords: cryptography, ciphers, encryption, decryption, education, security, 
classroom aids 
  
Introduction 
In these modern times, we consider information as one of our most valuable re-
sources. This idea evolved through history as technology developed. Since we 
view information as an extremely valuable resource, the need for masking and 
hiding information from unwanted interceptors arose quite fast. The solution to 
this problem was the development of cryptography.  
Other key advances were made in terms of teaching and learning by developing 
different presentation techniques to accommodate different learning styles. We 
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have also seen a drastic change in student's learning habits with the rise of the 
World Wide Web. 
The purpose of this project is to present CryptoBase, a cryptography-based 
learning application that can be used as a personal learning aid, an educational 
tool in classrooms or as help for teachers while evaluating student’s tests. The 
application focuses on the user’s interaction by allowing him to choose between 
three languages and presenting the user with a form which encrypts or decrypts 
an input message. The reason for creating such a project stems from the idea of 
incorporating different learning aids to enhance the student’s learning experi-
ence1. The application is not intended only for students and focuses on anyone 
interested in learning about cryptography.  
 
Cryptography and its contemporary use 
Cryptography is a scientific discipline which focuses on studying and develop-
ing methods of sending messages in a concealed form, that is, in such a way that 
they can be read only by the person for whom the message is intended2. The two 
main methods of concealing messages in cryptography are codes and ciphers, 
which are defined as3: 

 A cipher refers to an algorithm which replaces the order of letters or re-
places each letter with a symbol or a different letter based on a key. The 
algorithm consists of encryption and decryption steps (steps required to 
make a message readable or unreadable.) The second important factor 
which affects the cryptographic algorithm is the key (a single word, 
phrase or string used for encrypting and decrypting messages.) This way, 
the encrypted messages may be read only by people who know the key. 

 A code refers to a method of replacing words in a message with certain 
symbols, numbers or individual letters. A code always requires the use of 
a code book, as it serves as a reference in both the encryption and de-
cryption process. 

A code book is a lookup table consisting of words or phrases, and their corre-
sponding code4 (there also may be multiple codes intended for one word or 
phrase.)  
Although cryptography was first used for military purposes, we can see its pres-
ence in every aspect of our lives, ranging from bank transactions, data encryp-
                                                      
1 Manichander, T. Emerging Trends in Digital Era Through Educational Technology, Second 
Edition. Solapur: Ashok Yakkaldevi. 2016. pp. 42-45. 
2 Stinson, Douglas Robert. Cryptography: Theory and Practice, Third edition. Ontario: Chapman 
and Hall/CRC, 2006. p. 1. 
3 Churchhouse, Robert. Codes and Ciphers: Julius Caesar, The Enigma, and the Internet. 
Cambridge: Cambridge University Press, 2002. p. 5. 
4 Anderson, Ross. Security Engineering: A Guide to Building Dependable Distributed Systems, 
First edition. John Wiley and sons 2001. p. 79. 
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tion and the majority of our day-to-day communication. Reliance on this certain 
technology also means that it is one of the key factors of online privacy5. 
 

CryptoBase project overview 
The application currently contains 8 traditional ciphers which belong into the 
subcategories of monoalphabetic, polyalphabetic and transposition ciphers. All 
subcategories and its containing ciphers are organized in order of their com-
plexity and each cipher introduces a new cryptographic method.  This is be-
cause some of the advanced traditional ciphers incorporate simple cryptographic 
methods. It also gives us the ability to produce new ciphers by combining dif-
ferent ciphers. This application provides the users an interface which enables 
him to encrypt or decrypt custom message. The user can also change the key 
used in the cipher and the algorithm will also provide the result of encryption or 
decryption and a detailed overview how each letter has changed. This data may 
also vary from cipher to cipher because of different methods used in the pro-
cesses of encryption and decryption. 

 In the case of monoalphabetic ciphers, the displayed data includes both 
the plaintext and the ciphertext alphabets along with the encrypted or de-
crypted message.  

 In the case of polyalphabetic ciphers, since the encryption process calcu-
lates a new letter based on the plaintext letter and a key letter, the dis-
played data includes each letter of the plaintext, along with the corre-
sponding key letter and, of course, the resulting ciphertext letter. 

 Finally, in the case of transposition ciphers the program calculates a ma-
trix with the same number of columns as the key's length, and fills it up 
with the plaintext letters. This way the users have a clear view of how 
these types of ciphers operate because, aside from the result ciphertext, 
the program displays a step by step description of the encryption or de-
cryption process.  

Another key feature of this application is that it is currently translated into the 
English, Croatian and German language. The user is given a choice to switch 
between languages while the app is running and all of the data is displayed in 
the user's preferred language6. While a language is selected, the program also 
alerts the user if any of the input letters do not exist in the selected language's 
alphabet. 
 

Application layout – navigation bar 
The navigation bar always contains the back button and the language selection 
drop box. This is to enhance navigation between different windows of the appli-
                                                      
5 Cobb, Chey. Cryptography For Dummies, First edition. Indianapolis: Wiley Publishing, Inc. 
2004. p. 23. 
6 Vigdorchik, Igor. WPF localization for dummies 13 December, 2011.  https://www.codeproject. 
com/Articles/299436/WPF-Localization-for-Dummies (17 May 2017). 



INFuture20

334 

cation an
when insi
in the sam
  
Applicati
The main
traditiona
alphabetic
container
phers are
pher’s na
 

 
Applicati
This view
tive part o

 the
 the

be 
 Th

be 
dis

 the
er's

 Th
cry
lett

 

               
7Stovell, Pa
May 2017.)

17: Integrating I

nd to allow l
ide the ciphe

me subdivisio

ion layout –
n menu consi
al ciphers. Cu
c and transp

r fills up with
 displayed in
me7. 

ion layout –
w is divided 
of the applica
e cipher's nam
e message inp
either a plain
e key input f
used while 

sabled since s
e output field
s choice) is w
e encryption

ypted a messa
ter was calcu

                    
aul. WPF Navi
) 

ICT in Society 

language ch
er specific vie
on as the sele

– the main m
ists of a tab b
urrently pres

position ciph
h the ciphers
n the form o

Figure

– specific cip
into two equ
ation and it c
me 
put field – T
ntext or a cip
field – This f
decrypting o
some ciphers
d – The resul
written here
n data field 
age it will al

ulated. The lo

                  
gation 2 Octob

hanging. Ano
ew. This dro
ected cipher.

menu 
bar which is
sent categori
hers. When a
s of the selec
of a button w

e 1. The main

pher view 
ual halves. T
consists of: 

This field is i
phertext 
field enables
or encrypting
s do not requ
lt of encrypti

– after the 
lso print out 
ook of this b

ber 2009. www

other additio
op box contai
. 

 divided into
ies include: m
a category is
cted category
which contai

n menu 

The left half 

intended for 

s the user to 
g a message
uire a key 
ion or decryp

application 
a detailed de
ox varies fro

w.paulstovell.co

onal drop bo
ins ciphers th

o three subdi
monoalphabe
s selected, th
y. Links to sp
ns an icon a

represents th

the user's inp

enter a key w
, sometimes 

ption (based 

has encrypt
escription of 
om cipher to 

m/blog/wpf-nav

ox appears 
hat belong 

ivisions of 
etic, poly-
he tab bar 
pecific ci-

and the ci-

 

he interac-

nput, it can 

which will 
it will be 

on the us-

ted or de-
f how each 
cipher. 

avigation (17 



 
In the cas
and one c
with the f
ing the c
user’s sel
In the ca
each lette
plaintext 
and result
Finally, in
by rearran
table base
letters sho
The Righ
The first 
about the
ond menu
each of th
and decry
boxes alw
and all th
 

Fi

se of monoal
ciphertext alp
first one con
iphertext alp
lected langua
ase of polya
er of the al
or ciphertex
t letters, alon
n the case of
nging the let
ed on the ke
ould be rearr
ht side of thi

menu is tit
 cipher, such
u is titled “e
hese drop do
yption proces
ways contain
he data linked

igure 2. Spec

lphabetic cip
phabet. Beca

ntaining the p
phabet, while
age.   
lphabetic cip
lphabet a nu
xt letter’s val
ng with their 
f transpositio
tters of the i
y and input 

ranged. 
is view is co
tled “about 
h as: author d
encryption st
own menus 
sses presente

n one examp
d to the proce

V. Ju

cific cipher v

phers, the cip
ause of that, 
plaintext alp
e the numbe

phers, every
umber and
lue. That wa
numerical re

on ciphers, t
input messag
message len

onsisting of 
the cipher”

details, histo
teps” and the
holds a deta
ed in the use

ple of a mess
ess. 

ričić, I. C. Hans

view – left ha

pher always 
the data is d
habet and th

er of column

y letter is ca
adding a ke
ay we can pr
epresentation
the resulting 
ge. The prog
ngths along w

three differe
and holds 

oric use and d
e third one “
ailed descrip
er's preferred
sage being e

er, D. Smrekar,

alf 

refers to one
divided into 
he second on
ns varies bas

alculated by 
ey letter’s v
rint out the i
ns. 
message is 

gram draws a
with indicato

ent drop-dow
historical in
development
“decryption s
tion of the e
language. T

ncrypted or 

, CryptoBase 

335 

 

e plaintext 
two rows, 

ne contain-
sed on the 

assigning 
value to a 
input, key 

calculated 
a different 
ors of how 

wn menus.  
nformation 
t. The sec-
steps” and 
encryption 
These drop 

decrypted 



INFuture20

336 

 
Conclus
Although
learning, 
vancing t
wider aud
write a se
bile devic
tion based
will prov
with encr
 
Referen
Manichand

tion. So
Stinson, Do

and Hal
Anderson, 

First ed
Cobb, Chey

2004. 
Vigdorchik

com/Ar
Churchhous

bridge: 
Stovell, Pau

(17 May

17: Integrating I

Fig

sion 
h these presen

there is still
this applicati
dience. Also
erver API wh
ces. In order 
d system so 
ide the user 

rypting or de

ces 
er, T. Emerging

olapur: Ashok Y
ouglas Robert. 
ll/CRC, 2006. 
Ross. Security

dition. John Wil
y. Cryptograph

k, Igor. WPF lo
rticles/299436/W
se, Robert. Co
Cambridge Un

ul. WPF Navig
y 2017). 

ICT in Society 

gure 3. Spec

nt features se
l room for i
ion is to inco
, to make the
hich can be 
to aid the us
the user can 
with a rando
crypting the 

g Trends in Dig
Yakkaldevi. 201

Cryptography:

Engineering: 
ley and sons 20
hy For Dummi

ocalization for d
WPF-Localizati
des and Ciphe

niversity Press, 2
gation 2 Octobe

cific cipher v

erve a purpo
improvement
orporate mor
e app run on
accessed bot
sers even mo
test his know

om message 
given messa

gital Era Throu
16. 
 Theory and P

A Guide to Bu
001. 
ies, First editio

dummies 13 De
ion-for-Dummi

ers: Julius Caes
2002. 

er 2009. http://w

iew – right h

se and contr
t.  The first 
re languages,
n different de
th by person
ore, it is nece
wledge. In th
from a datab

age. 

ugh Educationa

Practice, Third 

uilding Depend

on. Indianapoli

ecember, 2011.
ies (17 May 20
sar, The Enigm

www.paulstove

half 

ibute to one'
important s

, as to accom
evices, it is p
nal computer
essary to bui
his mode, the
base and wil

al Technology. 

edition. Ontario

dable Distribut

is: Wiley Publ

.  https://www.
17). 

ma, and the Int

ll.com/blog/wp

 

's personal 
step in ad-
mmodate a 
possible to 
rs and mo-
ild a ques-
e program 
ll task him 

Second Edi-

io: Chapman 

ted Systems, 

lishing, Inc., 

.codeproject. 

ternet. Cam-

pf-navigation 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


