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Introduction

South Africa’s public sector institutions generate public records that need
to be managed in compliance with the country’s legislative and regulatory
instruments.

For instance, national archival legislation dictates that public records that
are older than 20 years and that have enduring value should be physically
transferred into the custody of the National Archives.

Recent technological developments that have impacted how public
records are created and managed such as mobile computing and cloud
computing have raised a number of challenges to the traditional means of
recordkeeping.

The identification and transfer of digital records from public institutions
into archival custody has not happened in any systematic manner because
the national archival system has struggled to effectively manage such

records and facilitate their long-term preservation (Ngoepe and Keakopa,
2011).



Introduction

As a result, these records are left to the creating agencies to
manage and preserve them even though they lack the
infrastructure as well as knowledge and skills to preserve digital
records in the long-term.

It is against this background that a research study by Team Africa of
the InterPARES Trust project is exploring the management of digital
records.

The aim of the research study is to assess the recordkeeping
environment in a public enterprise known as Rand Water which is
the largest bulk water utility institution in South Africa.

Rand Water supplies water to 12 million people in several
metropolitan and local municipalities as well as large industries.

The research study is assessing both the legal terrain as well as the
technological requirements for the management of digital records
in the custody of the institution.
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South Africa’s legislative and
regulatory framework
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Many countries largely follow one
or other legal tradition.

South Africa has a hybrid legal
system with three distinct legal
traditions

— Civil law system inherited from
Roman Dutch Law

— Common law system inherited
from the British administrative
legacy

— Customary law system from
indigenous cultures and is termed
as African Customary Law (Du Bois
2004)

There are complex
interrelationships between the
traditions which often leads to

areas of considerable legal strain
(Toufayan 2014)



Legislative and regulatory framework/contd

 There are several legal and regulatory instruments that control the
management of information in public institutions

— National Archives Act (NAA) of 1996 whose mandate is the proper
management and care of records of “governmental bodies”

— Promotion of Access to Information Act (PAIA) of 2000 that facilitates
public access to records

— Protection of Personal Information Act (POPIA) of 2013 whose key
objective is the protection of personal information

e Other legislative instruments

— Electronic Communications and Transactions (ECT) Act of 2002 that
facilitates electronic communication and transactions by promoting
legal certainty whenever public administration and private business
activities need to be conducted in digital form.

— Regulation of Interception of Communications Act (RICA) of 2002 that
regulates the interception of telephonic and internet communication.



Legislative and regulatory framework/contd

 There are number of Advisory Pamphlets (AP) and policy
documents that address the management of digital records

— AP 1 Managing Public Records and the Law — addresses issues such as
metadata requirements , records management policy, registry
procedures etc

— AP 2 Electronic Records and the Law — defines electronic records,
outlines how they should be managed and endorses international
standards

— AP 5 Managing Email and the Law — highlights the importance of
managing email, the challenges of disposing such records and how to
manage them for them to be legally admissible in accordance with the
ECT Act

— Guidelines for Managing Electronic Records
 Even though these instruments exist they are unable to adequately

address the challenge of distinguishing between the original record
from a copy



Technological terrain

The technological challenges of managing digital records in South have
been discussed in research projects since the late 1990s and throughout
the 2000s (Abbott, 1999, Kwatsha, 2010).

In 2010 a survey of South African institutions was conducted investigating
their implementation of EDRMS/ECM software applications used to
manage digital records. It revealed that by the time the research was
conducted, more than 40% of the institutions had five or more years of
practical experience (Katuu, 2012, p. 48-49).

However, records professionals often overlook the wider technological
environment within which EDRMS/ECM applications are utilised. The
enterprise architecture of such an environment often includes many other
information systems.

Lappin (2010, p. 254) noted that organizations “have an information
archaeology, not an information architecture. New applications are
brought into the organizations’ information estate, but old applications
persist rather than disappear.”



Technological terrain

A South African example can be drawn from the public healthcare sector.
The National Health Act (61 of 2003) makes specific reference of the need
for a National Health Information System (NHIS) with each of the nine
provincial governments responsible for contributing to the management
and consolidation of health information.

However, the presumption of a single system is not the reality and the
Department of Health (2012, p. 5) acknowledges in its eHealth Strategy
that the existing information systems are fragmented, lack coordination
and are not interoperable.

This is mostly aptly demonstrated in the secondary and tertiary health
institutions where there are at least 15 different patient management or
hospital information systems in use within different provinces of the
country (Department of Health [South Africa], 2012, p. 14).

This means there is no integrated information system for health
institutions within provinces let alone country-wide.



Technological terrain

 Among the aspects identified by the Department of Health towards
its goal of a single National Health Information System (NHIS) are

— Implement the foundation of the Electronic Health Record (EHR) and
particularly a national patient registry and Patient Master Index (PMI).

— Implementation of primary health care patient management and
Electronic Medical Record (EMR) system/s at clinics.

— Implementation of Pregnancy and Neonatal EMR system to record
clinical details with link to EHR.

— Implementation of EMR system/s to monitor anti-retroviral treatment
(ART) and tuberculosis treatment.

— Pharmacy systems interface to EMR systems.

— Implement a uniform Integrated Document and Records Management
System (EDRMS) at all levels.



Technological terrain

* This health sector example demonstrates that efforts in the
identification and management of digital records within the
public institutions would have to acknowledge

— EDRMS/ECM applications are only part of an archaeology of
information systems within health institutions. In other words

there are likely records in business systems other than just
EDRMS/ECM applications

— The management of records that exist in disparate business
systems should ideally follow similar principles but these will
likely be different tactics. That is because they tend to be legacy
systems and are often not designed using interoperable
standards nor the same technology tools.

* While technical barriers are the ones most apparent, it is
likely that legal and regulatory barriers contribute just as
significantly to the procedural challenges.



Conclusion

The purpose of this presentation was to outline emerging issues
that provide contextual background on the current situation within
the public sector in South Africa.

The presentation has demonstrated that the country has a complex
legal and regulatory environment where determining original digital
records from copies is an ongoing challenge.

In addition it has outlined, using the example of the health sector,
that public institutions often have an extensive information system
archeology.

Therefore the management of digital records should not be just of
those originating from EDRMS applications but from other
disparate information systems in the enterprise architecture.

Thank you



